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The efficiency of  contact tracing depends on the characteristics of  the infection as well as the 
speed and coverage of  the tracing process. Testing and tracking are an effective strategy at the 
start of  an outbreak when there are just a few chains of  transmission of  the disease. If  they don’t 
keep the epidemic under control, there is widespread community transmission and a rapid 
increase in cases and contacts. This is especially the case with a disease such as COVID-19, 
which is easy to catch, quickly passed on, and can infect some without producing symptoms. 
  
Many people get infected from unknown cases and a large proportion of  the population then 
needs to be isolated. Testing and tracing soon become unmanageable and a lockdown to reduce 
physical contact then becomes a more efficient and effective means of  control. This achieves the 
same thing as testing and tracing, by keeping much of  the infection out of  the general 
population, but is a blunter instrument as it targets everybody. As the current pandemic 
developed, some countries, including South Korea, were able to use testing and tracing to control 
the disease and avoid mandatory lockdowns. But more widely, identifying cases with testing did 
not keep pace with the geographical spread of  infection around the world. In some countries, 
such as the UK, the tracing capacity became overwhelmed early on and lockdowns were 
introduced instead. 
  
A contact-tracing app is designed to let people know if  they have been in close contact with 
someone who tested positive for COVID-19. It is generally agreed in public health circles that 
these apps are useful, but cannot replace manual checking. However, evidence suggests that 
COVID-19 spreads too quickly for manual tracing alone and that an app could help stop the 
pandemic if  60% of  the population downloads it. On the other hand, there are privacy concerns 
over how these apps allow governments to track citizens’ movements. 
  
The purpose of  a contact-tracing app is to track down people and alert them to self-isolate faster 
than traditional methods. Users who download the app can voluntarily opt-in to record details of  
their symptoms when they start to feel unwell. The app keeps a trace of  people who have been in 
close contact through Bluetooth signals that transmit an anonymous ID. These low energy 
Bluetooth signals perform a digital "handshake" when two users come into close contact, but the 
data is anonymous. If  an individual later reports they are positive for coronavirus, it will then 
send a message to people who have been in close contact with them in the last 28 days based on 
their anonymous IDs. The app will recommend those people to self-isolate in case they have 
contracted the disease but they won't know the identity of  the person who has coronavirus. If  the 
person takes a test and tests negative, the app will release them from self-isolation through a 
notification. 



Source- The Telegraph (2020) 

  
According to MIT Technology Review, India is currently the only democratic nation that has 
made its coronavirus tracking app mandatory for people. The Internet Freedom Foundation 
pointed out: “Critically, India lacks a comprehensive data protection law, outdated surveillance 
and interception laws, or any meaningful proposals for meaningful reform. In domains like 
disaster relief  most apps which are purported as ‘contact tracing’ technologies, they often devolve 
into systems of  movement control and lockdown enforcement”. Aarogya Setu uses the phone’s 
Bluetooth and GPS to track users' movement, making it more invasive than other such apps. 
According to Livemint, other apps collect one data point which is later replaced with a scrubbed 
device identifier, but Aarogya Setu collects multiple data points and sensitive personal 
information which increases privacy risks. While the government says the data is anonymised and 
scrubbed of  personally identifiable detail, the Software Freedom Law Center (SFLC) pointed to a 
vague clause in the privacy policy which could “lead to excessive collection and use of  sensitive 
personal data.”  
  
Abhishek Singh, the chief  executive of  MyGovIndia, which developed Aarogya Setu, told The 
Guardian last week, “Data is not going to be used for any other purpose. No third party has access 
to data”. Meanwhile, the new protocol mentions that personal data will be anonymised when it is 
shared with third parties. “Making the source code available enhances transparency and 
improves security as the code is open to community audit. The app primarily collects personal 
data from user cellphones and cellphones are an immense repository of  personal data of  users 

https://www.livemint.com/news/india/aarogya-setu-govt-s-coronavirus-tracker-app-gets-5-crore-users-in-13-days-11587021032271.html


and sometimes, of  a user’s contacts and acquaintances. In this scenario, keeping the source code 
of  such an app proprietary is not advisable,” says the Software Freedom Law Center. 
  
NITI Aayog programme director Arnab Kumar said last week the data is deleted on a rolling 
basis after, at most, 60 days for sick individuals and 30 days for healthy people. Personal 
information is removed from the server after 45 days. The government’s new protocol says data 
must be permanently deleted after 180 days “from the date on which it is collected”. It also 
allows individuals to seek deletion of  their data within 30 days of  raising the request. The 
Internet Freedom Foundation has said users cannot check if  the government has deleted personal 
information and there is no means of  transparently auditing what the app is doing in the 
backend.   
  
Ethical hacker and cybersecurity researcher Baptiste Robert had pointed out an issue in the app, 
which let him pick any area and check who was infected, unwell and had made a self-assessment. 
“I was able to see if  someone was sick at the PMO office or the Indian parliament. I was able to 
see if  someone was sick in a specific house if  I wanted,” he said. SFLC notes the liability clause in 
the app’s Terms of  Service states, “any unauthorised access to the (user’s) information or 
modification thereof ”, meaning there is no liability for the Government even if  personal 
information of  users is leaked. 
  
In England, there are two methods of  contact tracing. The first is conventional contact tracing 
and the second is the NHS COVID-19 app. The manual contact tracing scheme started on May 
28, while the app has been delayed with no confirmed release date. Public Health England is 
running the contact tracing system and says it has hired 25,000 people to operate it. The majority 
of  these people are non-clinical staff  but there are several with medical backgrounds. The 
government and NHS have stressed that the app doesn’t collect user data that could directly 
identify an individual. Location data is not collected and the app does not ask for a user’s name 
or other personal information. This extra information will be required if  a person reports 
symptoms as they will need to be tested. A few pieces of  information the app does collect are the 
first half  of  your postcode, to allow the NHS to track the spread of  coronavirus. The app also 
records which phone you use and Bluetooth is required to be on at all times for the app to 
function. Bluetooth information collected includes unique IDs of  the devices your phone has 
interacted with, how long devices were communicating and how strong the signal between the 
devices was. A stronger signal should, in theory, mean you were closer to an infected person.  
  
The UK government has decided to build a centralised app, rather than using a decentralised 
approach created by Apple and Google. This approach makes the UK a slight outlier as the 
majority of  countries are using these protocols. Japan and France are also building centralised 
versions of  contact tracing apps. NHSX was working on a contact-tracing app as part of  a digital 
solution to managing the pandemic. Based on Bluetooth technology, the app was designed to 



track time and distance between devices to determine which contacts were most at risk if  another 
app user was diagnosed. The app relied on the self-reporting of  symptoms, which would later 
cause concern with privacy experts as well as the government’s own ethics advisory board. Once 
a user inputs their symptoms and deemed to be positive of  coronavirus their contacts would then 
be notified with advice to self-isolate. 

A Decentralised system is Bluetooth-based contact tracing. Exposure Notification (ENF) 
originally known as the Privacy-Preserving Contact Tracing Project is a framework and 
specification developed by Apple and Google to facilitate digital contact tracing during the 
COVID-19 pandemic. Exposure Notification is a decentralised reporting based protocol built 
with a combination of  Bluetooth Low Energy technology and privacy-preserving cryptography. 
Data from the app never leaves the phone. So, while the NHS had hoped to use this data for 
research, Apple and Google's so-called “decentralised” model keeps that information strictly on 
the phones.  
  

How Apple and Google’s contact tracing app will work:  

● To participate in contact tracing, users must have Bluetooth switched on. 
● When two people meet, their phones will exchange a “key” that identifies the phone. 

Each person keeps these individual keys on their phone. 
● If  a few days later, one of  those people is diagnosed with COVID-19, they enter the result 

into the app. 
● It will ask them to upload the previous 14 days of  Bluetooth “keys” to the cloud. 
● Meanwhile, the phone belonging to the person they met with will periodically download 

the keys of  everyone in their region who has tested positive. 
● The phone will detect a match, they will be alerted and given advice. 

  
The system records contact as to when a smartphone is within a couple of  feet of  another device 
for up to 10 minutes. Bluetooth technology can sense devices from up to 15 ft away. Even if  
people from different countries or states have different contact tracing apps, the system is 
interoperable and will be able to alert them. Authorities that want to collect location data of  
people will not be allowed to use the technology, but are open to building their own.  
  
In most centralised and decentralised systems of  contact tracing, apps require individuals to 
install the app voluntarily. This could be a drawback as only a minority is likely to do so. Unlike 
India, no other democracy has made it mandatory for citizens to have the app on their phone to 
use any public service, including food delivery. This has negative implications in terms of  labour 
freedom as well as freedom of  citizens to use public services. Lockdowns aren’t sustainable in the 



long term because of  the social, economic, physical and mental health effects. But if  restrictions 
are relaxed, even cautiously, the transmission will go up again. 
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